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	Kernel Parameter Tuning
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	Troubleshooting System Issues
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	Docker and Kubernetes
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	Package and Patch Management

	[image: ]

	Security and Compliance
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	Systems Installation
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	Configuration & Upgrade 
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	Server & Storage Administration
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	Capacity Planning	
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	Configuration Management
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	Incident & Change Management
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	Back-up & Recovery
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[image: career24x24icons] IT Skills
Operating System: Linux (Red Hat 6, 7, 8), CentOS (7, 8), Ubuntu 20.04
Tools: Putty, WINSCP, ARCON PAM, Zabbix
Cluster: PCS build and manage
Ticketing Tool: ServiceNow, ITSM, Zabbix
Basic Skills: Unix, Shell scripting,, AWS








[image: edu24x24icons] Education
Bachelor of Technology in Computer Engineering from Cummins College Of Engineering, SPPU in 2019




[image: personaldetails24x24icons] Personal Details
Date of Birth: 25th March 1998
Languages Known: English, Marathi & Hindi
Address: Pune- 411052

	Excelled in managing Linux systems, specializing in Red Hat Linux, CentOS, and Ubuntu. Seeking a challenging role in Linux system administration, with a focus on optimizing system performance, resolving technical issues, and ensuring security and compliance
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	· Accumulated nearly 3 years of extensive experience in Linux system administration, specializing in Red Hat Linux, CentOS, and Ubuntu.
· Currently working as, a System Engineer at TCS, responsible for server build from scratch and providing IT Service & Support.
· Competent IT Manager with proven success in technical design, planning, implementation, and highest level of performance tuning & recovery for mission critical enterprise systems
· Proven success in troubleshooting complex problems (typically related to system failures), implementing & documenting back-up & recovery process and in capacity planning for a specific data system
· Skilled in system security patches, installation of monitoring tools, cluster configuration, scripting, VAPT closures, and server hardening.
· Administering 3000+ Linux servers, monitoring system resources, configuring remote access, and resolving incidents and service requests.
· Experienced in user & group administration, patch management, LVM filesystem creation, and storage-LUN management.
· Proficient in implementing kernel parameter tuning techniques to optimize system performance and enhance server stability.
· Achieved reduction in server downtime by effectively troubleshooting system booting issues and implementing timely resolutions.
· Successfully managed the installation of security patches across 3000+ Linux servers, ensuring compliance with industry standards and minimizing security vulnerabilities.
· Played a key role in the migration of critical servers in a production environment, resulting in seamless transition and minimal disruption to business operations.

[image: exp24x24icons] Work Experience
System Engineer | TCS | Since May’21
Responsibilities:
· Performing system administration duties such as troubleshooting, system performance tuning, user & mailbox administration, server maintenance, patches & security updates, malware removal and compliance 
· Designing & implementing new server infrastructure, monitoring server activity, auditing server security and performing disaster recovery of servers; monitoring security of server to avoid any loss of data; ensuring timely backup of multiple servers; managing server crash crisis
· Undertaking diagnosis, troubleshooting, and root-cause analysis of escalated issues related with storage & backup platforms; creating & providing reports for backup and storage environments and related activities & tasks
· Troubleshooting server hardware, tape libraries & associated tape hardware, storage networks & associated hardware and vendor-provided storage management software
· Developing new system & application implementation plans, custom scripts and testing procedures to ensure operational reliability; performing troubleshooting as required; driving problem-solving efforts
· Implementing stringent firewall rules to control server access and enhance network security.
· Remediating vulnerabilities reported by the Security Team.
· Monitoring system performance, leveraging Zabbix to ensure optimal functionality and identify potential issues.
· Managing user and group permissions, granting sudo access and configuring ACL permissions for enhanced security and access control.
· Supervising and resolving incidents and service requests, ensuring timely resolution and high-quality IT service delivery.
· Ensuring compliance with Change Management policies, meticulously implementing back-out and test plans for seamless execution of Change records.
· Conducting regular security health checks to maintain server compliance and mitigate potential risks.
· Implementing effective patch management strategies to ensure servers are up-to-date and secure.
· Administering LVM file systems, including creation, extension, and deletion, based on specific requirements.
· Driving storage-LUN management for servers, optimizing storage resources and ensuring efficient data management.

Achievement:
· Received appreciation from the customer for successfully completing a critical project of server migration in production.
· Administered 3000+ Linux servers to provide remote support, monitoring system resources, logs, and disk usage.
· Configured secure remote access protocols, enabling users to connect to services such as SSH and SFTP.
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